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>»SNI A6s primary goal I's to en
complete and trusted solutions across the IT community

> SNIA Education provides training and certification on leading
technologies. Check out their program in St. John 5

> Learn more about Cloud Storage! Check out these SNIA
tutorials here at SNW or download the presentations at
http://www.snia.org/education/tutorials/

« |IP Storage Protocols o
Tuesday, April 13, 3:05 pm

. iSCSI SANs 3 Ideal Applications, Large and Small & —e
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//;StorToc iBy end users &

Storage Technology Online Community f or en d user s ()
V Talk 0 about the information storage and management issues
that IT professionals grapple with every day
V Enhance- your professional career
V Receive- recognition for leadership and contributions

OFeet on the streetd knowl edg
IT professionals in a rich online venue!

Learn more at stortoc.org

_ ©|SIW
Founded by the SNIA End User Council Hands-On
www.stortoc.org
: . b
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What is iSCSI? s SNIA

Advancong ssorage & milormanon techoology

> In computingiSCSis Internet SCSI (Small Computer System
Interface), an Internet Protocol (Hbased storage networking
standard for linking data storage facilities.

> iSCSI can be used to transmit data over local area networks
(LANSs), wide area networks (WANS), or the Internet and can
enable locationndependent data storage and retrieval

S| ShW
Hands-On
Definition source: Wikipedia
5
| - g
The Benefits of an iISCSI S# SNIA
‘ ‘.',- i/ Advanong sorage & mlormaton wechoalogy

> Bring Ethernet economics to storage

+ Scalable solution costenables low cost of ownership
> Familiar network technology and managem

« Ubiquitous suppord reduced training & staff cost
> Proven interoperable transport infrastructure

« Reliability with error recovery g
> Multiple layers of security

+ VLANGs, CHAP,
> Scalability over long distanc
> Enabling a better SAN experience Hands-On

6
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iSCSI Standard Brings

Interoperability to SANS™ SNIA

Advancng ssorage & mlormaton techoology

> Familiar technologie3 Now used together
« Same SCSI commandl®©ver 20 years of SCSI
« Same Network transpor® Over 30 years of networking

Servers Storage
I:m TCP/IP
b e
Packet
gyt O
V' Multi-path 1/0 VV Complete OS Support
V Clusters V Boot from SAN ——
\/ Storage over Distance V Enterprise SAN backup @‘suw
V HBAs V' Tape and Disk Vendors m
7
Example iSCSI Interoper ab -
—_ &
Support Statements = SNIA
d Advancng sorage & miormaton wechoology

> Any industry standard 10/100/1000 Ethernet
controller that conforms to IEEE 802.3ab, 802.3ac,
or 802.3u is compatible with the [array].

> Any industry standard 100/2000 managed or
unmanaged Ethernet switch is compatible with the
[array].

©/SHW

Hands-On

A
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Example iSCSI Interoperab‘

B
Support Statements SNIA

Advancing storage & miomanon techoology

> Any industry standard 10/100/1000 Ethernet
controller that conforms to IEEE 802.3ab, 802.3ac,
or 802.3u is compatible with the [array].

> Any industry standard 100/1000 managed or
unmanaged Ethernet switch is compatible with the
[array].

S/|ShW

Hands-On
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TCP Hoadhor Client Data

SCSI Control and Commands

> iISCSI can leverage > 1500 byte MTU support in Eth rP_Qt ”
devicesd up to 9000 bytes

+ This is referred to as a Jumbo frame Hands-On
> Jumbo frames provide greater efficiency
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EFFICIENCY %

FC FCoE iSCSI iISCSI  proTOCOL

(2.5k MTU) (1.5k MTU) (9K MTU) Y~
> Effectively the efficiency of iISCSI w/ Jumbo frames \SNW

the same as FC and FCoE Hands-On
10
iSCSI Stack H'erarchyanj ' -
' ' d F
' i .’ mmwumé."\.!..lﬁ&
Software Initiator TCP Offload iSCSI HBA

~ Application ~ Application Application

~ SCSl Layer | SCSI Layer SCSI Layer

_ iISCSI Initiator

| iSCSI Initiator iSCSI Initiator

TCP TCP TCP

Ethernet

Ethernet Ethernet

> Lowest cost (30) >» TOEGsS i ncr e >sHighestlcost
of fered on lyOdbfgieteiSCSI offload

> Highest CPU impact - . . . . :
> Ubiquitous dri > Efficiency gained is including digests  ___ .
quitous driver independentof ISCSI 3 HBA driver ®‘3NW

support )
> TOE driver support support neede@ands-On
needed

Sonuar :

[N
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¥ 4 |
iSCSI and Unified Fabries SNIA

Advancing ssorage & miormaon techoology

/

1GbE 1GbE 2/4/8 Gb
N\

Ethernet
Network

ETHERNET FIBRE CHANNEL
Ethernet Frame
(1.5K 7 9K) 2K;
Control ow Contro

> Key value of Unified Fabrics is traffic convergence

1
Network
10GbE '
1 iSCSI, FCoE,
Unified Fabric Traffic

(Network, iSCSI,
FCoE)

UNIFIED FABRIC
DCB ETHERNET

Priority Flow
Control (802.1Qbb)
Link Bandwidth
Mgmt (802.1Qaz)
Jumbo Frames FOSERIEEE
(>=2.5K)

FCoE Services

> ISCSI traffic has ertd-end QoS with DCB %“w

« Utilizing Priority Flow Control and Link

EqualLogic

Hands-On

Bandwidth ManagenEwAB
12

o
SNIA

Advancing seorage & miormaton techoology

KExercise #1
/Enabling ofhost data
protection via the
Dell/CommVault DL2100
SnapProtect Enabler and

Dell/EqualLogic iSCSI array

FEXERCISE #2

Back up iSCSI mounted
client data using
SnapProtect controlled
snapshots and view the
results

e xercise #3

Restoring client data from
snapshot copy and viewing
the results

Volume

FISCSI v FSCSE
> Volume il Volume FISCSE

< ™Y
Volume

SnapProtect Clientd

iSCSI
SAN

Dell DL2100 Powered by CommVault -

Dell EquallLogic iSCSI Array

©/ShW
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Dell EqualLogic IP. SAN'

s
=%

=,

A
SNIA

Advancong ssorage & mlormaton techoology

> Overview of managing
and using iISCSI storage

+ Data center bridging
(DCB) demo

« Provisioning volumes
« Thin volumes

« Multipathing (MPIO)
« Snapshots

> Windows or Linux based
exercises

.' 'A
AP

=,

Lab Configuration =

Lab Station
Laptop

HoL network
Remote
Desktop
v T
Windows Red Hat
Server Linux
Server

iSCSI network

Dell EqualLogic iSCSI Array

S/|ShW

Hands-On

A
SNIA

Advancong storage & mlormaton techoology

Lab Content

Using the HP LeftHand P4A0@®CSISAN with SAN
1Q 8.5, in this hands on lab you will:

> Use the Centralized Management Console to
configure, provision and allocate storage

> Configure the HP CNA to connect to théSCSI
SAN

> PresentiSCSholumes to a server

> Use Application Aware shapshots to create a
snapshot schedule

> UseSmartCloneoption to create a new golden
image

> Examine High Availability, Network RAID
settings, and roll back volumes using snapshots
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\‘ 1
Hewlett -Packard P2000 G3 SNIA

Advancing ssorage & miormaton techoology

> P2000 G3 Modular Smart
Array iISCSI / FC

.

Exercises

Using the P2000 browser based
management utility, the student will:

1) Create Storage Volumes
2) Perform iSCSI provisioning
3) Create and present snapshots

©/|ShW

Hands-On

3

A
SNIA

Advancing ssorage & miormaton techoology

P . L
@ Sun Exercise #1 - Provisioning iSCSI
Storage
Hands On Lab Environment Creation
ed O/S LUN Validation
oW . .
1SC8 Chant Data Manipulation

Exercise #2 - Snapshots and Clones
of iISCSI Storage

Create
Netwaork - Sacondary LUN Rollback/Replacement
Scheduling
Exercise #3 - Exploring the IP Storage
Data Path and Monitoring IP
[ —— Storage
Sun Sorage TI00 Lrited S1aage Systan Advanced Analytics

Data Path and System Servic

Monitoring %@ ‘ g“wm

Hands-On

A
SNIA
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Getting Started

o
SNIA

Advancng sorage & miormaton wechoology

> Lab Selections...

Raise your hand and pick your first lab exercise

> Complete as many labs as you would like!

*** mportant***

Please fill in the student evaluation forms at the
completion of this session.
This will help SNIA and the Vendors determine how

the SNIA Hands-on Lab program should be offered at
future events.

Need Assistance or \Wan
Compl et e An

£ /3

©/|ShW

Hands-On
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Advancng storage & mlormapon techoology

CI
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Darin Camp

Off-host Data Protection with CommVault
SnapProtect and Dell EqualLogic

/

Chris Hornauer & Norman Morales
P2000 - G3 Modular Smart Array
Keith Jones & Dennis Miyoshi

P4000 - LeftHand SAN

Ces Garde
Dell EqualLogic IP SAN w/ DCB

S
% Sun

Bill Davis & Dean Halbeisen

Sun Storage 7000 @ ‘ g“w

Hands-On

A
SNIA
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C\ID
commvault

solving foruward

EXERCISE #1
ENABLING OFF-HOST DATA PROTECTION VIA THE
DELL/COMMVAULT DL2100 SNAPPROTECT ENABLER
AND DELL/EQUALLOGIC ISCSI ARRAY

EXERCISE #2
BACK UP CLIENT DATA USING SNAPPROTECT
CONTROLLED SNAPSHOTS AND VIEW THE RESULTS

EXERCISE #3
RESTORING CLIENT DATA FROM SNAPSHOT COPY

@ S

Hands-On

LAB

Spring 2010
Rosen Shingle Creek Resort
Orlando, FL
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EXERCISE #1

ENABLING OFF-HOST DATA PROTECTION VIA THE DELL
DL2100 POWERED BY COMMVAULT SNAPPROTECT
ENABLER AND DELL/EQUALLOGIC ISCSI| ARRAY

Purpose:

This lab is intended to introduce the participant to the benefits of utilizing native
Dell/EqualLogic iISCSI array snapshots with CommVault Simpana data protection
software to enable off T host data protection

Overview:
The following procedures are covered in this exercise.

C Getting to know the DL2100 CommVault CommCell Console Interface

C Verify the EqualLogic array configuration

C Enable data protection environment to utilize SnapProtect snapshots on the
EqualLogic array

Special Instructions:

Record the IP address and login credentials for the server that you have been
assigned.

Management Ul IP Address: 192.168.14. X
Username: student X
Password: student X

© 2010 Storage Network Industry Association. All rights reserved
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CommVault CommCell Console

¢ 1 - CommColl Console

. widdaostia
» w33 hastth
wi hust2a
+ w3 hastlh
wi3-enl
-

+ B wid-ae T Job Controber

i V| X510 Cpmaton  Cemtto.  AgeniType Gbdwt  bTwe thew Soemge...  Medsigent  Sietm 13
# - O Seautty - -
& 9 Sanrage Resaces Thers ara no jebs currently ruceey A
# U3 Pokoes -
# Sl Reports P >
# L Content Drector

W hese P Payeg

[51 Event viewer

[57] Evert Vs rOg
Seve... Evenl.. Jb.. Dats Frogram Covpu... Eventl... Destiption %
a 0 cs-L 35254 User [cvadion) has logged on -
— aQ ar st 35:255 User [cvadrn] has fogged off
o CoownyCes Srowser - o4 ol 356 Schetie Poicy [wn lewt BAD wit ¥SA] has been th
» Agets o r % cs-1 15890 Dwts Agng cperwton has compieted
4 ] -

o~ w 0R/29/2009 LT:00:0% JobManeger

15933 Data Agng operaton hes started; 6 1D [33]
AR ' .
HPme= PAang  informeton, Mnor, Maor, Oicel, Max. eventy showy: 200

DL2100 CommVault CommCell Console Components

Tool Bar - The Tool Bar provides graphical icons for quick access to several
commonly used CommCell Console menu bar functionalities, including Help
topics, the Control Panel window, and the Job Controller window.

The CommCell Browser - Displays CommcCell components, as well as the
administrative and operational tasks associated with them, in a hierarchical tree
structure

Summary Window 1 Provides quick access to each of the ComCell Browser
components. When an individual entity is selected in the CommCell Browser, the
Summary Window displays the contents of the selected entity.

Job Controller - Displays information on the jobs currently running within the
CommCell

Event Viewer - displays information on activities occurring within the CommCell
Login to ComCell Console

© 2010 Storage Network Industry Association. All rights reserved

Any reproduction or use without written permission of SNIA is prohibited

www.snia.org
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Using the local Remote Desktop Connection client, login to the server you were
assigned.
|;E. Remote Desktop Connection !E[

| Remote Desktop
¢ Connection

Computer: | [EZNIEERIRS -]

Username:  MNone specified

You will be asked for credentials when you connect.

‘= Options Connect I Help

Credentials for the server
User Id: administrator
Password: commvault

On the remote server desktop, double click on the ComCell Console GUI
icon

L 14
= ",.-
2]

CommCell
Console GUI

CommCell Console Credentials (assigned at start of lab)
User Id: student_ X
Password: student_X

Connect to CommCell

~Enter your CommCell user name and password

User Mame: IstudentX

Password:

Commcell; |192.153.14.x =]

oK I Cancel |

© 2010 Storage Network Industry Association. All rights reserved
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Getting to know the ComCell Console

T

T

Spend a few moments inside the ComCell Console to familiarize yourself with the
environment. For detailed information on the ComCell Console and other
ComcCell components, visit Http://documentation.commvault.com/Dell
Notice when selecting components within the ComCell Browser, the Summary
Window is updated with information specific to your selection
o0 Select Client Computers, you will see in the summary window a list of
computers that have one or more iData agents installed on them
0 Select Storage Resources and the summary window will list all of the
available media types that can be used to store backup or archived data
Select the different items in the Toolbar to get a view of the available
administrative tools

Important Terminology used in this lab

A
SNIA

Pagel8

Storage Policy - A storage policy forms the primary logical entity through which
a subclient (i.e. File System iDA) or instance is backed up

Subclient - A subclient is a portion of a client, and it can either contain all of the
client's data or a designated subset thereof

iDataAgent (iDA) i Client (Host) agent that enables specific data protection,
archive, and search functionality

Magnetic Library - Configuration where DAS, NAS, or SAN disk is configured as
a library to backup data to disk

B2D i Backup data written to magnetic disk

Data Deduplication - A data storage approach that stores only a single copy of
a file in a pool of storage

SnapProtect T Technology that leverages native snapshot capabilities built into
storage arrays to create and manage application-consistent, validated, point-in-
time recovery copies across tiers of storaged including taped for rapid recovery
Primary Copy - The primary copy is automatically created by the system when a
storage policy is created. All data protection operations that use a given storage
policy use the primary copy. The primary copy carries all data that is directed to
its parent storage policy.

Snapshot Copy i A browseable/searchable copy of the data (files) that was
read from an array snapshot and indexed as recoverable object(s). The main
differentiation between a native array snapshot and a SnapProtect snapshot is
the SnapProtect snapshot indexes each file in the snapshot and adds those files
as recoverable objects

Backup Copy i A browseable/searchable copy of the data (files) that has been
written to backup target media in backup format (i.e. disk or tape)

Auxiliary Copy - An auxiliary copy operation allows you to create secondary
copies of data associated with data protection operations, independent of the
original copy

© 2010 Storage Network Industry Association. All rights reserved
Any reproduction or use without written permission of SNIA is prohibited
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Verify the EqualLogic array configuration - (Array access has been
configured for you. Since it is a shared lab, please do not make any
changes to the array configuration)

1 Using the DL2100 ComCell Console, from the tool bar select Tools then
Control Panel

Control Panel

Array Management Audit: Trail

[} (& &
Automatic Update Billing Configuration Browse|Search/Recavery
Configuration
] g
CommMet Properties Custom Calendars Data Interface Pairs

[l

1 Double click Array Management
1 Highlight the listed configuration and click Edit (DO NOT MAKE ANY

Array Management
Control Host Array ID User Name Snap Vendor Na... Description ¥ Add
192,168,260 192,168,260 lrpadmin©~~ {DELL Equallagic
Edit |
Delete |
[
oK | Cancel | Help

1 Once you have reviewed the array properties click Cancel

© 2010 Storage Network Industry Association. All rights reserved
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Array Management
Array ID [192.168.14.200¢
Control Host |1ggl 168.14.300¢
User Mame Igrpadmin
Password I***w****
Confirm Passwaord I***w****
Available Snap Vendar IDELL Equallagic ;I
Device Group Igrp

¥ Use devices anly From this device group

"Description

! -

Ok I Cancel | Help |

91 Click Cancel in the Array Management window
71 Close the Control Panel

© 2010 Storage Network Industry Association. All rights reserved
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View the Production data to be Protected

1 On the Remote Desktop Connection machine desktop, locate and open
the prod_data desktop shortcut. This is the EqualLogic iISCSI mounted
volume

Select all files (ctrl+a)

Click File

Click Properties to view total size of data. Record the data size in your lab
guide. All data in this folder will be indexed and cataloged once the
snapshot is complete

= =4 =4

CloudStorageForCloudComputing_9.8.09.doc, ... Properti... k3 B3

General I Securityl Summary

‘?ﬂ] 875 Files, 0 Folders

Type: Multiple Types
Location: Allin \\192.168.2.1204$

Size: 12.2 GB 13,102,230, 695 bytes)
Size ondisk:  12.2 GB [13,103,431.680 bytes)

Attributes:

Advanced... l

oK I Cancel I Apply

Example

© 2010 Storage Network Industry Association. All rights reserved
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Create Storage Policy

A storage policy forms the primary logical entity through which a sub client (i.e.
File System iDA, Exchange iDA, etc..) or instance is backed up. Its chief function
is to map data from its original location to a physical media (i.e. backup or
archive copy).

1 Right click on Storage Policies and select the option New Storage
Policy

- 4
* B'-'.M:h.xlr
= W0 Poboes
& 5 Repboation Polices
D Scheduke Poboes
o -;: Job Cordrodr x

= wmw
LY 75 Job Controder

£ 0 Sut Subchant Asseciations v [ o
= |
= Yadkreos rocoey r e —
+ lm Reports There are no Jobs currenthy
+1 . # Conkert Dractor

o Coreerk | [}) Sunnary

1 For the Storage Policy Type question, select Data Protection and
Archiving

Create Storage Policy Wizard

What will this storage policy be used for?

Storage Palicy Typs

¢ DatsPraotection and Archiving

" CommsServe Disaster Recovery Backup

Press hext to continue

cancel | <Back | mexts | Aot |
1 Forthe Legal Hold question, select No and click Next

Create Stoeoge Pullcy Wizand

Do you want 1o use this policy for Legaitold?

Lagal ok

™ Yes

Pross Nead to costnue

conel | cves [T ] |

© 2010 Storage Network Industry Association. All rights reserved

Any reproduction or use without written permission of SNIA is prohibited

www.snia.org

VERSION 1.0.0



IP SAN Solutions Hands-on Lab i Commvault Exercises

1 Enter the name of the Storage Policy (i.e. SPC-x-StoragePolicy) and
click Next

Create Storage Policy Wizard

What is the storage policy name?

Storage Policy Mame: ISPC-x-StDragePohcﬂ
[~ Incremental Storage Policy I -

Press Nextto continue

1 Enter the name of the Primary Copy (i.e. SPC-x-Backup). The Primary
copy will be the backup copy. You will create a secondary copy for the
snapshots later in the lab. Click Next

1 Select the library you want to use for the primary copy (MagLibrary3).
Click Next

1 Select the media agent you want to use for the backup of the snapshot.
Select DL2100 from the list and click Next

1 Select the number of device streams (select 1) and the retention of the
iDataAgent Backup data (select 1 day and 0 cycles) and the Data
Archiver/Compliance Archiver (select 1 day). Click Next
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